// *******************************************************************
// ArrayOperations13.java 
By: Aiman Hanna (C) 1993 - 2016
//  
// This program illustrates the privacy danger when arrays are 
// returned by methods. The program fixes the terrible behavior 
// of ArrayOperations12.java. 
//
//
Key Points: 1) Danger: Privacy Leak when methods return arrays 
// *******************************************************************
import java.util.Scanner;

class Student
{

private String studentName;

private long idNumber;

private String[] coursesArr;

// constructor 

public Student(String nm, long id) 

{


studentName = nm;


idNumber = id; 


Scanner kb = new Scanner(System.in);


int i, sz;


System.out.print("\nA new student record is being created. Enter the number of registered courses: ");


sz = kb.nextInt();


// Create the courses array for that student based on the entered numbers


coursesArr = new String [sz];


System.out.print("\nNow enter the course numbers on which the student is registered: ");


for (i = 0; i < coursesArr.length; i++)


{



coursesArr[i] = kb.next();


}

}

// A function that return the registered courses

public String[] getRegisteredCourses()

{


// Never return a private array (or a private object in general); 


// rather, make a "deep" copy of it, and return only that copy


int i;


String[] temp = new String[coursesArr.length];


for (i = 0; i < coursesArr.length; i++)


{



temp[i] = coursesArr[i];


}


return temp;

// Return this temporary copy


}

public void showStudentRegistrationInfo()

{


System.out.println("Here is the registered course for student ID: " + idNumber + " - Name: " + studentName + ":");


System.out.println("=========================================================================");


int i;


for (i = 0; i < coursesArr.length; i++)


{



System.out.println(coursesArr[i]);


}

}
}
public class ArrayOperations13
{

public static void main (String[] args)

{


int i;


Student s1 = new Student("Mike-Simon", 3980080), 




s2 = new Student("Linda-Peterson", 9048844),




s3 = new Student("James-Hoffman", 4006617);


s1.showStudentRegistrationInfo();


s2.showStudentRegistrationInfo();


s3.showStudentRegistrationInfo();


// Now create some local array of strings


String[] locStr1, locStr2, locStr3;


locStr1 = s1.getRegisteredCourses();


locStr2 = s2.getRegisteredCourses();


locStr3 = s3.getRegisteredCourses();


// Attempt to corrupt student registration - Will this attempt succeed? 


for (i = 0; i < locStr1.length; i++)


{



locStr1[i] = "Comp000";


}


for (i = 0; i < locStr2.length; i++)


{



locStr2[i] = "HaHaHa";


}


for (i = 0; i < locStr3.length; i++)


{



locStr3[i] = "Student is not registered in any courses";


}


// Now, after the disaster , show the information of those poor students!


s1.showStudentRegistrationInfo();


s2.showStudentRegistrationInfo();


s3.showStudentRegistrationInfo();

}
}
/* The output 
A new student record is being created. Enter the number of registered courses: 3
Now enter the course numbers on which the student is registered: Comp248 Elec218 Math207
A new student record is being created. Enter the number of registered courses: 2
Now enter the course numbers on which the student is registered: Comp249 Engr305
A new student record is being created. Enter the number of registered courses: 4
Now enter the course numbers on which the student is registered: Math209 Engr264 Comp448 Soen422
Here is the registered course for student ID: 3980080 - Name: Mike-Simon:
=========================================================================
Comp248
Elec218
Math207
Here is the registered course for student ID: 9048844 - Name: Linda-Peterson:
=========================================================================
Comp249
Engr305
Here is the registered course for student ID: 4006617 - Name: James-Hoffman:
=========================================================================
Math209
Engr264
Comp448
Soen422
Here is the registered course for student ID: 3980080 - Name: Mike-Simon:
=========================================================================
Comp248
Elec218
Math207
Here is the registered course for student ID: 9048844 - Name: Linda-Peterson:
=========================================================================
Comp249
Engr305
Here is the registered course for student ID: 4006617 - Name: James-Hoffman:
=========================================================================
Math209
Engr264
Comp448
Soen422
*/
